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Overview

A clean Install of MIS v7.5 from the MIS v7.5 CD will install the
Sentinel Protection Server v7.4.0 for the memory key dongle. There is a
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know security issue with this version of the Sentinel driver. SafeNet's 06-Nov-2009

website describes the issue as follows:

Description:

Content:

Sentinel Protection Installer 7.4.0 [Security Patch]

Web Vulnerability Scanner scans indicate that our Sentinel Server is
prone to Directory Traversal Attack. If you paste the link below, you
will be able to download the files from any system that is running
the Sentinel Keys Server or Sentinel Protection Server. Below is the
link for Sentinel Keys Server.

http://192.168.0.1:7002/..//..//..//..//..//..//\Windows/notepad.exe
The link below gives access to the root. Now, if anyone knows where
the file is located, will be able to get the file, even if he is not

authorized.

http://192.168.0.1:7002/..//../1../1../1..//..//

This security issue is for v7.4.0 only, as earlier versions of the driver are not effected by this
vulnerability, and the latest version of the Sentinel Protection Server (v7.4.2) fixes this security issue.
If you upgraded from an earlier MIS v7.x, chances are the installed Sentinel Protection Server from
that version was not changed.

How to check which Sentinel Protection Server version you have

installed

1. Open the Add Remove Programs and scroll down until you see the Sentinel Protection Server

listed
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5 Add or Remove Programs S =101 x|
Currently inskalled programs: [T Show updates Sork by IName vl

iS5 seript Maker Size  0.48ME -

&Y sentinel Protection Installer 7.4.0

To change this program or remove it from your computer, click Change or Remove.

Shorestyare Call Manager Size  37.05MB
ﬁE—J SL¥ Support Files Size 11.11MB
S snaglt 2 Size  27.28MB
Sony DYD Architect 3,0c Size  46.37ME
@ Sany Media Manager 2.0 Size £6.67ME

|| Sony Yegas 6,0d Size  101,00MB
] sureThing O Labeler Deluxe 5 Size  521.00MB

&3 Symantec Antivirus Size 182.00ME
5 185 WP Plug-in il
ﬁl Texas Instruments PCLoc21 %515 drivers,

E} Time Zone Data Update Tool For Microsoft Office Outlook, Size 18.02MB

2. If the version is listed as v7.4.0, you will need to update the Sentinel Protection Installer to fix the
security issue.

Clean Installation of Sentinel Protection Server 7.4.2

Files required

The files below are Zip archives. Please download them and unpack each. The result should be an
application named SSDCleanup and an application named Sentinel Protection Installer 7.4.2.

32-Bit OS (Windows 2000, XP, Vista)

o0 SSDCleanup Zip archive:
ftp://fip.meta.moleculardevices.com/pub/uic/software/Sentinel%20Drivers/SSDCleanup-
Win32/SSDCleanup.exe

o0 Installer for Sentinel System Driver 7.4.2:
ftp://ftp.meta.moleculardevices.com/pub/uic/software/Sentinel Drivers/Sentinel Protection
Installer  7.4.2.zip

64-Bit OS (XP x64, Vista 64-bit)
0 SSDCleanup Zip archive:
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ftp://ftp.meta.moleculardevices.com/pub/uic/software/Sentinel%20Drivers/SSDCleanup-Win32/SSDCleanup.exe
ftp://ftp.meta.moleculardevices.com/pub/uic/software/Sentinel%20Drivers/SSDCleanup-Win32/SSDCleanup.exe
ftp://ftp.meta.moleculardevices.com/pub/uic/software/Sentinel%20Drivers/Sentinel%20Protection%20Installer_%207.4.2.zip
ftp://ftp.meta.moleculardevices.com/pub/uic/software/Sentinel%20Drivers/Sentinel%20Protection%20Installer_%207.4.2.zip
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ftp://ftp.meta.moleculardevices.com/pub/uic/software/Sentinel Drivers/SSDCleanup-
Win64/SSDCleanupx64.exe

o Installer for Sentinel System Driver 7.4.2:
ftp://ftp.meta.moleculardevices.com/pub/uic/software/Sentinel Drivers/Sentinel Protection
Installer 7.4.2.zip
Procedure

1. If using a USB Memory Key, unplug the Memory Key from the USB port.
2. Uninstall the existing driver using the Add or Remove Programs control panel by following steps

2a-2d.
a.

Add or Remove Programs i ﬂ
‘? !

_\{y Are you sure you wank ko remove Sentinel Protection Installer 7.4.0 From your computer?

If the control panel's list of currently installed programs includes a Sentinel System Driver,
the computer has Version 7.3.0 or earlier of the driver is installed; You do not need up
update the driver.

If the control panel's list of currently installed programs includes a Sentinel Protection
Installer, the computer has Version 7.4.0 of the driver installed; remove it.

Click Yes when asked to Remove Sentinel Protection Installer 7.4.0

Yes Mo |

d. Click Yes to Reboot system.

Sentinel Protection Installer T.4.0 j il

ﬁ ol Uzt restart pour zustem for the configuration

changes made to Sentingl Protection Installer 7.4.0 to
take effect. Click ez to restart now or Mo if pou plan
ko reztart later.

ler

Time

(11 - ez Mo _l

3. Run SSDCleanup. Restart the computer if told to do so.
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ftp://ftp.meta.moleculardevices.com/pub/uic/software/Sentinel%20Drivers/SSDCleanup-Win64/SSDCleanupx64.exe
ftp://ftp.meta.moleculardevices.com/pub/uic/software/Sentinel%20Drivers/SSDCleanup-Win64/SSDCleanupx64.exe
ftp://ftp.meta.moleculardevices.com/pub/uic/software/Sentinel%20Drivers/Sentinel%20Protection%20Installer_%207.4.2.zip
ftp://ftp.meta.moleculardevices.com/pub/uic/software/Sentinel%20Drivers/Sentinel%20Protection%20Installer_%207.4.2.zip
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cuments and Settings’ edr@

Sentinel System Driver Cleanup Utilitwy
Uersion 1.2.8

Copyright <c> 2887 SafeMet Inc.

All rights reserved.

Thiz utility will wninstall all the applications that were installed using
the Sentinel System Driver merge modules.

Do you want to continue? {ys/n> =

Type y, then press enter

ocuments and Settings’,edr

Sentinel System Driver Cleanup Utility
Uersion 1.2.8

Copyright <c>» 2887 SafeMet Inc.

All rights reserved.

Thizs utility will wninstall all the applications that were installed using
the Sentinel System Driver merge modules.

Do you want to continue? <ysn> = vy

Please close any application that iz currently accessing Sentinel Key.
Press any key to continue . . .

4. Install Sentinel Protection Server 7.4.2 using the Sentinel Protection Installer 7.4.2 application.
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i Sentinel Protection Installer 7.4.2 - InstallShield Wizard x|

Welcome to the InstallShield Wizard for
Sentinel Protection Installer 7.4.2

The InstallshieldiR) Wizard will install Sentinel Protection
Installer 7.4.2 on wour computer. To continue, click Mext.

Protection Installer \

‘ = Back I k Mext = I Cancel

a. Click Next
iiZ Sentinel Protection Installer 7.4.2 - InstallShield Wizard x|
I == = To———
| License Agreement : >-s' !ﬁ ’
! '2ad the Faollowing lice agree Fuillsy, B & s
| Please read the following | S Protection Installer
License GrantWarranty for Software i’
This License describes limited rights granted by SafeMet, Inc. and/or one of its
subsidiaries (such grantor, "Seller”) to the Buyer.
. |A. The term "Software”, as used herein, shall mean a program or programs
| caonsisting of machine readable logical instruction and tables of infarmation
I |designed as libraries or drivers to woark in conjunction with Seller's Sentinel
| |Keys ("Products”). Title to all Software furnished to Buyer hereunder shall =
| v i e e llme T m llme ravmmdm bm Diiime o mmim mvembiimiiim mmm demm s fmem bl
] ¥ [ accept the terms in the license agreement Print |
do not accept the berms in the license agreement
Ingesl|shield
1
< Back Mext = Cancel |
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b. Select “l accept...” then click Next

i_“% Sentinel Protection Installer 7.4.2 - InstallShield Wizard Ell
e | —
Setup Type _a s [ﬁ ’
Choose the setup type that best suits vour needs, y 4 Protection In sta.'fe}'

Please select a setup tyvpe.

{+ Complete

&ll program Features will be installed. {Requires the most disk
space. )

i Custom

Choose which program Features you want ko install, Recommended
for advanced users.

Irstall5hield

« Back Mexk = Cancel

c. Select Complete, then click Next.
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|'.:§- Sentinel Protection Installer 7.4.2 - InstallShield Wizar

Ilx

: Ready to Install the Program -

The wizard is ready to begin installation. Protection Installer

Click Install to begin the installation.

IF wou wank to review or change any of your installation settings, click Back. Click Cancel to
ek the wizard,

Installshield \
% Back I ‘ Install I Cancel I

d. Click Install

i Sentinel Protection Installer 7.4.2 - InstallShield Wizard

IE3

|  Windows Firewall detected! T
| > Sentinel.

Protection Installer

Important Note:

The setup program will install Sentinel Protection Server and Sentinel Kevs Server on
this swstem, To allow accessing the Sentinel keyws attached ko this swstem by clients
on the netwaork, wour firewall settings will be modified, This will nok affect the existing
security settings of this system, Do vou want ko modify these settings right: now?

l Tip!

To modify these settings in fukure, refer to the steps provided in the Help provided

| with this software, \
Install5hield
Yes l Mo i Cancel
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e. Ifinstalling a Network License memory key that other offline seats will be connecting to
this system, click Yes. If installing a local single license memory key, click No.

i Sentinel Protection Installer 7.4.2 - InstallShield ¥fizard il x|

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Sentingl
Protection Installer 7.4.2. Click Finish to exit the wizard,

Protection Installer \

‘ < Bach I kFinish I Eance]

f.  Click Finish to close the installer
Verify installation

1. Start the application C:\Program Files\Common Files\SafeNet Sentine\Sentinel System
Driven\SetupSysDriver.

2. Click on the Configure Driver button. This opens the Sentinel Driver dialog, with one line for the
USB ports and one line for each LPT port that the Sentinel Driver recognizes.

3. Choose OK. This closes the Sentinel Driver dialog.
4. Exit the Sentinel System Driver application.
5. Attach the memory key and Launch MetaMorph, MetaFluor, or MetaVue program.

If there are any further questions, please contact Technical support at 800-635-5577 x1820 or
support.dtn@moldev.com.
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